


Goals
» Design and develop a coherent 

security architecture for virtual 
networks and cloud accesses. 

» The proposed architecture would 
provide solutions allowing the 
management of the security of 
communications for all machines 
connected to a public cloud using 
virtual networks. 

Objectives & Focus
» Create a new generation of Internet security 

that is very simple to use (no need for 
specialized skills).

» Introduce an identification system, using 
pairs of associated microcontrollers.

» Design an open framework, free of 
proprietary technologies.

» Create a Radius SIM array to provide a 
unique strong authentication solution.

» Develop a secure infrastructure for 
virtualized networks and clouds.

» Implement mechanisms for robust provision 
of IP services.

» Develop cryptographic schemes adapted to 
virtual network and clouds.

One of the main challenges for the future Internet is to provide such virtual networks and cloud accesses with a high 
degree of security. SecFuNet proposes the design of a framework providing secure identification and authentication, 
secure data transfer, secure virtualized infrastructure, and privacy in virtual network and clouds, exploring techniques such 
as microcontrollers, resource management, intrusion tolerant algorithms, and cryptographic protocols.

Achieved results
» Virtual Network Isolation.
» Automatic Migration to Save Energy.
» Scalable Intrusion Detection & Prevention 

System.
» Content Centric Network Experimentation.


